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Abstract

In Wireless Body Sensor Networks (WBSNs) various biosensor nodes i.e., ECG,
EMG, EEG, BP, SpO2, respiratory rate, and body temperature are deployed on
patient body for real time monitoring of patient health records. Furthermore, the
collected patient information is stored in a centralized server and then communicated
using a public network with various stockholders such as doctors and researchers
for further diagnoses and treatment. WBSNs face a variety of challenges due to
their constrained nature environment such as patient data security and privacy
across a public network, high computational cost and communication overhead
along with high energy consumption. To resolve the above-mentioned issues in a
desirable way we have proposed an efficient and secure heterogenous generalized
signcryption that can adaptively work as an encryption mode, a signature mode, or
a signcryption mode with a logical single cipher that consumes fewer resources by
using shorter keys size. Signcryption is a cryptographic technique that combines
both encryption and digital signature functionalities into a single operation. The
main idea behind signcryption is to provide confidentiality, authenticity, and
integrity in a more efficient way than performing encryption and digital signature
operations separately.it has commonly three techniques like Hash and Encrypt,
Encrypt and Sign and Hybrid. In our proposed scheme each biosensor node may
now securely transmit patient data by calculating its whole private key using just
its partial private key and a random integer. Biosensor nodes implanted on a
patient’s body in a hospital ward may use IEEE 802.15.6 standards to continuously
monitor vital signs and securely transmit them to a base station. After receiving
encoded patient data, the BS used 3G /4G Internet services to send the data to
the centralized server in a general signcrypted format. The patient information
stored on the central server is only accessible to licensed medical professionals and
approved researchers. In order to treat their patients, medical professionals examine
medical data. Moreover, in our proposed heterogeneous approach, biosensor nodes
put on a patient’s body may operate in the CLC domain, while a PKI-based
environment is employed on the MS side to improve scalability. In order to preserve
the balance between security and cost, our suggested architecture employs the

notion of generalized signcryption. However, the sender selects only one mode at a
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time such as encryption mode, signature mode, and signcryption mode according to
their security requirements. The acquired findings demonstrate the effectiveness of
our suggested system in comparison to existing state-of-the-art methods described
in the literature in terms of processing cost, transmission overhead, and energy
consumption. Scenario of our work is if we required data form multiple sensors
along with multiple security standards or requirements then our system provides
choice for data transmission with fulfillment of security requirement with better
performance in terms of communication overhead, computational cost and energy
consumption. We used a statistical method of comparison to provide outcomes
that were more visually appealing and straight forward. Our contribution led to a
36% decrease in computational cost, a 16.36% decrease in transmission overhead,
and a 17% decrease in energy consumption, ultimately leading to an increased
overall performance of the system. Overall, our proposed architecture provides an
effective and efficient solution for secure data transmission with multiple security

requirements.

Keywords: Encryption, Digital Signature, WBAN, Inside keyword guess attack,

Heterogeneous signeryption, healthcare
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Chapter 1

Introduction

Healthcare networks are networks of devices, sensors, and other technologies used
in the healthcare industry to monitor, diagnose, and treat patients. These networks
allow healthcare professionals to collect, store, and analyze health-related data and

communicate with other healthcare providers and patients.

1.1 Wireless Body Sensor Network

There are several types of healthcare networks, WBAN is a wireless network of
sensors and devices worn by patients to collect and transmit data about their
physiological and medical conditions. These networks are essential to enhancing
the standard of care provided to patients and lowering healthcare costs without

compromising quality.

1.1.1 Wireless Sensor Network

In order to keep tabs on the world around them, Wireless Sensor Networks (WSN)
use a network of small, low-power devices called sensor nodes to conduct en-
vironmental monitoring and data collecting. Sensors, processors, and wireless
communication capabilities allow these nodes to collaborate and send collected

data to a control hub for further analysis. WSNs are used for a wide range of

1
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purposes, from industrial process control and environmental monitoring to military
surveillance. Together, a network of wireless sensor nodes can keep tabs on the
state of the world around them [1-4]. These nodes, which can be small and battery-
powered, are equipped with sensors and a wireless communication module, and are
typically deployed in large numbers to cover a specific area or region [5]. The data
collected by the nodes is then typically sent to a central location for processing
and analysis. WSNs have a wide range of applications, including environmental

monitoring, industrial control, and military surveillance [6].

1.1.2 WBSN Background

The term ‘Wireless Body Sensor Network’ (WBSN) refers to a network that
wirelessly collects and processes data on physiological parameters such a person’s
heart rate, blood pressure, and body temperature [7]. It consists of a huge number
of cheap, miniature sensor nodes that are wirelessly linked to one another. You
may stick these sensor nodes anywhere on or in a person. The sensor nodes
wirelessly exchange data with a central hub or gateway, which then transmits
the information to a distant monitoring station. WBSN have a broad range of
application, including healthcare, fitness, and sports performance monitoring. Also,
it can be used for monitoring the elderly in their homes, in hospitals or other care
settings, and for tracking the health status of individuals in remote or dangerous
environments, such as firefighters or soldiers in the field. The technology for
WBSN is advancing quickly, with researchers developing new types of sensors, new
networking protocols, and new data analysis methods to improve the performance
and reliability of these systems [8]. The goal is to create a system that is accurate,
durable, and comfortable to wear, and that can provide actionable information to

help improve the health and well-being of the people who use them.

Essentially, it’s a group of gadgets that may be worn or implanted and communicate
with one another and a main device through a wireless network [9]. Vital signs and
other biometric information are only some of the examples of medical data that
these networks are designed to gather, transmit, and evaluate. People with chronic

diseases including heart disease, diabetes, and obesity may benefit from using
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WBSNs at a hospital, at home, or at a community health center to better monitor
and enhance their health and well-being. They can also be used for fitness tracking
and remote patient monitoring. WBSN typically composed of several sensor nodes
that are placed in different parts of the body, such as on the chest, wrists, ankles,
and abdomen [10]. Data collected by the sensor nodes is sent wirelessly to a hub
device, which may be a smartphone, tablet, or other device. The data is sent from
the hub device to a distant server, where it may be evaluated by medical personnel
or specialized software. There is a lot of effort being put into improving the WBSN
technology, which is still in its early stages of development. The standardization of
the communication protocols, security and privacy concerns are being addressed
by researchers and industry. Additionally, WBSN can be used for non-healthcare
related application such as industrial process monitoring, Environmental sensing,
and tracking. As it is wireless, it enables to track people or assets in real-time,
improve safety, and optimize operations. Moreover, WBSN can be integrated
with other wireless systems such as wireless mesh networks and wireless sensor
networks, enabling data to be transmitted over long distances and in challenging
environments. However, developing and deploying WBSN can be quite challenging
[11]. They require a deep understanding of human physiology, sensor technology,
wireless communications, and data analysis. Furthermore, they need to comply
with strict regulatory and privacy standards, which can vary widely depending
on the application and the location. Security is also a big concern for WBSN, to

prevent unauthorized access and tampering of the sensitive data.

1.1.3 Architecture of WBSN

The WBSN architecture is a network of wireless sensor nodes that are positioned
on or inside the human body to monitor a variety of physiological data. These
nodes may be put either externally or internally. The basic components of a WBSN

architecture include:

1. Sensors: Heart rate monitors, temperature trackers, and blood pressure

cuffs are all examples of such gadgets.
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2. Wireless transceivers: These gadgets are the conduits through which
sensor data is sent to the network. In order to communicate with one another,

they may use Zigbee or Bluetooth, two of several possible wireless protocols.

3. Network gateway: This is the device that connects the WBSN to a wider
network, such as the Internet. It may also perform data processing and

storage functions.

4. Data server: This is a centralized server that stores and manages the data

collected from the WBSN.

5. Client applications: These are the software programs that allow users to
access and analyze the data collected by the WBSN. These applications can
be accessed via mobile devices or web browsers Sensors are devices that gather
data from the body, such as heart rate, temperature, and blood pressure.

These devices are also known as biosensors.

6. It is the wireless transceivers that connect the sensors to the network. Users
may then access this data if they so want. They could make use of any
number of wireless communication protocols, like Zighee or Bluetooth, for

example.

7. Network gateway: This is the piece of hardware that establishes a connec-
tion between the WBSN and a more extensive network like the Internet. It
is also possible for it to execute duties related to the processing and storage

of data.

8. Data server: This refers to a centralized server that stores and maintains

the data that has been acquired from the WBSN.

9. Client apps are the software packages that provide users the ability to
access and examine the data that has been gathered by the WBSN. These
programmers may be accessed by web browsers on desktop computers as well

as mobile web browsers.

The diagram of WBSN architecture can be illustrated as:
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Sensor node(s) <—> Gateway <—> Data Server <—> Client Application(s)

Note that there are many variations of WBSN architecture, depending on the
specific application and system requirements. We use an architecture showing in

figure 1.1 below:

@ PDifferent Body Sensors
. Sink Node

Tier 1 Tier2 Tier 3

FIGURE 1.1: Architecture of WBSN

1.1.4 WBSN Applications

By allowing for continuous tracking of a patient’s vitals and other health metrics,
WBSNs may prove to be a game-changer in the healthcare sector [12]. WBANs

have several potential uses in the healthcare sector, including:

1. Telemedicine: WBANs can be used to provide remote monitoring and
telemedicine services, which can improve access to healthcare for patients in

remote or underserved areas.

2. Ambulatory monitoring: WBANSs can be used to monitor a patient’s vital
signs and other health-related data while they are moving around, which can

be used to detect early warning signs of a health problem.

3. Chronic disease management: Patient monitoring using WBANs has
the potential to enhance the diagnosis and management of chronic illnesses

including diabetes, heart failure, and asthma.
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It’s important to note that while WBANs have many advantages in healthcare
domain, security and privacy should be a top priority. Additionally, it’s important
to consider and comply with regulatory requirements and standards, such as HIPAA|

to ensure that the use of WBANSs is compliant with laws and regulations.

1.1.5 Sensors Used for Health Care Domain

Several different sensor technologies have use in healthcare monitoring and data
collection. When it comes to healthcare [13], some of the most popular sensor

types utilized in WBANSs are:

1. Temperature sensors: These sensors can be used to measure body tem-

perature, which can be used to detect fever and other signs of illness.

2. Heart rate sensors: These sensors can monitor your heart rate and its
variability, which doctors may use to spot early warning symptoms of cardio-

vascular illness.

3. Blood pressure sensors: These sensors can be used to measure blood
pressure, which can be used to detect hypertension and other cardiovascular

conditions.

4. Respiratory rate sensors: These sensors can be used to measure breathing
rate, which can be used to detect signs of respiratory disease and other

respiratory conditions.

5. Oxygen saturation sensors: These sensors can be used to measure the
oxygen saturation of the blood, which can be used to detect signs of hypoxia

and other respiratory conditions.

6. Glucose sensors: These sensors can be used to measure glucose levels in

the blood, which can be used to detect and manage diabetes.

7. Gait analysis sensors: These sensors can be used to analyze the way a
person walks, which can be used to detect signs of mobility issues and other

physical conditions.
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8. Accelerometer sensors: These sensors can be used to measure acceleration
and movement, which can be used to detect falls, physical activity level and

sleep patterns.

It’s important to note that the selection of sensors should be done considering
the power consumption, cost, size, and also the accuracy of the sensor. Fur-
thermore, the sensor data should be integrated with other sources of data to
provide more accurate and meaningful insights. It’s also important to note that
the selection of sensors should be done considering the power consumption,
cost, size, and also the accuracy of the sensor. Furthermore, the sensor data
should be integrated with other sources of data to provide more accurate and

meaningful insights.

1.1.6 Body Sensor Network Standards

Body Sensor Network (BSN) standards are guidelines and protocols that are used
to ensure compatibility and interoperability between different BSN devices and

systems. Some commonly used BSN standards include:

1. Bluetooth Smart (also known as Bluetooth Low Energy or BLE): This is

a wireless communication protocol that is commonly used in BSN devices.

2. Zigbee: This is a wireless communication protocol that is also commonly
used in BSN devices. It is designed for low power consumption and is suitable

for small, low-cost devices.

3. UWB: In order to transmit data across relatively small distances, UWB
(Ultra-Wideband) makes use of a broad frequency band. It uses the IEEE
802.15.4a standard and is developed for high-bandwidth, precise location-

based services.

It is important to note that standards are constantly evolving, so it is important

to stay up to date with the latest developments in this field.
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1.1.6.1 Bluetooth

Bluetooth, short for ‘Bluetooth wireless technology,” is a system for wirelessly
connecting and exchanging data between electronic devices over relatively short
distances. It is based on the IEEE 802.15.1 standard and is commonly used in
a wide range of consumer and industrial applications, such as wireless headsets,
smartphones, laptops, and home automation systems [14]. Bluetooth is designed to
be low-power and low-cost, making it well-suited for small, portable devices. It also
has a relatively low data rate, which makes it suitable for applications that require
only small amounts of data to be transmitted. Bluetooth devices can be configured
in different topologies, such as point-to-point, point-to-multipoint, or star. This
allows devices to be organized in a variety of different ways, depending on the specific
requirements of the application. It also includes a set of security features that
help to protect against unauthorized access and data tampering. You can protect
your inter-device communication with the help of technologies like encryption and
authentication. It has several versions, such as Bluetooth Classic and Bluetooth
Low Energy (BLE), also known as Bluetooth Smart. Bluetooth Classic is designed
for applications that require a high data rate, such as streaming audio, while BLE
is designed for applications that require low power consumption, such as fitness
trackers and smart watches. When it comes to wireless communication, Bluetooth
is often used since it is widely supported by most devices and platforms and has a

high degree of compatibility.

1.1.6.2 Zigbee

Zigbee is a wireless communication protocol that is based on the IEEE 802.15.4
standard. It is designed for low-cost, low-power wireless networks and is often
used in applications such as home automation, smart lighting, and wireless sensor
networks. Zigbee networks can be composed of a variety of different devices,
including routers, coordinators, and end devices [15]. Routers and coordinators are
responsible for relaying data within the network, while end devices are typically
sensors or other types of devices that collect and transmit data. One of the

key features of Zigbee is its low power consumption, which makes it well-suited



Introduction 9

for battery-powered devices. Zigbee devices can operate for several years on a
single set of batteries. Zigbee also offers a high degree of flexibility in terms
of network topology. Star, tree, and mesh topologies are all viable options for
network configuration, with the choice ultimately coming down to the needs of the
application. Zigbee is a popular standard for wireless sensor networks, including
BSN. It is also used in other applications such as smart homes, lighting control and
industrial automation. The Zigbee Alliance, an organization that promotes the
use of Zigbee technology, provides a set of specifications and guidelines to ensure

interoperability between Zigbee devices from different manufacturers.

1.1.6.3 UWB

UWB (Ultra-Wideband) is a wireless communication technology that uses a wide
frequency band to transmit data over short distances. It is based on the IEEE
802.15.4a standard and is designed for high-precision location-based services and
high-bandwidth applications. One of the key features of UWB is its ability to
transmit large amounts of data over short distances with high precision [16]. This
makes it well-suited for applications such as indoor positioning, asset tracking, and
high-definition video streaming. UWB also offers a high degree of security, as the
wide frequency band makes it difficult for an attacker to intercept and decode the
signal. Additionally, UWB is capable of operating in the presence of other wireless
technologies, such as Wi-Fi and Bluetooth, without causing significant interference.
UWB devices can operate in different modes, such as time-of-flight (TOF) and
angle-of-arrival (AOA) mode. These modes allow for precise location and direction

determination, which is useful for asset tracking, and indoor positioning.

1.1.6.4 IEEE 802.15.6

IEEE 802.15.6 is a wireless communication standard that is being developed by the
IEEE 802.15 Working Group for Wireless Body Area Networks (WBANSs). This
standard defines the physical layer (PHY) and the medium access control (MAC)

layer for wireless communication between devices that are worn or implanted on
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or in the human body [17]. The IEEE 802.15.6 standard is designed to provide
low-power, low-cost, and low-data-rate communication for medical and healthcare
applications, such as wireless monitoring of vital signs, and drug delivery systems,
among others. The standard also addresses the specific requirements of WBANSs,
such as the need for low-power consumption, high reliability, and robustness against
interference and multi-path fading. This standard includes several PHY and MAC
options to support different applications and environments. The PHY options
include: UWB-IR (Ultra-Wideband-Impulse Radio) and Low-rate 2.4 GHz. The
standard also includes security and privacy features such as secure key management,
data confidentiality, and integrity, to protect the sensitive information transmitted
by the devices. The IEEE 802.15.6 standard is still under development and not
yet fully approved, and the devices that conform to this standard are not yet

commercially available.

1.1.6.4.1 Applications of IEEE 802.15.6

IEEE 802.15.6 is a wireless communication standard that is being developed
specifically for wireless body area networks (WBANSs) and it has the potential to
be used in a wide range of medical and healthcare applications. Some examples of

potential applications include:

1. Wireless monitoring of vital signs: [EEE 802.15.6-compliant devices can
be used to monitor a patient’s vital signs such as heart rate, blood pressure,

and body temperature wirelessly and in real-time.

2. Drug delivery systems: IEEE 802.15.6-compliant devices can be used
to control and monitor the delivery of drugs to patients through wireless

communication.

3. Rehabilitation and physiotherapy: IEEE 802.15.6-compliant devices can
be used to monitor a patient’s progress during rehabilitation and physiother-

apy, and to provide feedback to the therapist in real-time.

4. Implantable medical devices: IEEE 802.15.6-compliant devices can be

used to communicate with implantable medical devices such as pacemakers
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and cochlear implants, allowing for remote monitoring and control of the

device.

It is important to note that the standard is still under development and the actual
applications that will be implemented are yet to be seen [18]. However, the potential
of this standard in the medical and healthcare industry is promising and it will
likely to be adopted in various other applications as well. It is specially designed

for Sensor Networks.

1.2 Wireless Body Sensor Network Security

In WBSN, a heterogenous domain refers to a network that includes different types
of devices with varying capabilities and requirements. This can include wearable
devices, sensors, and medical devices that use different communication protocols,
have different battery life requirements, and operate at different frequencies. The
heterogeneous nature of the network presents challenges in terms of network
management, security, and data integration, but also offers a greater range of

possible applications and services.

1.2.1 Certificate-Less Cryptography

Certificate Less Cryptography (CLC) is a technique used in WBANSs to optimize
the overall performance of the network. CLC is a type of public-key cryptography
that eliminates the need for trusted third-party certificate authorities (CA) to issue

and manage digital certificates.

The CLC protocol requires that users broadcast both their public key and an
associated identification hash. The privacy and safety of the user is increased since

they no longer need to depend on a third party to verify their identification [24].

The design of a CLC model in a WBAN typically involves several key components:
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1. Cross-layer design: The CLC model integrates information from different
layers of the network protocol stack, such as the physical, MAC, and network

layers.

2. Channel state information: The CLC model uses channel state infor-
mation (CSI) from the physical layer to optimize the operation of other

layers.

3. Emnergy efficiency: The CLC model aims to improve the energy efficiency of
the WBAN by reducing the power consumption of the nodes and prolonging
the battery life.

4. Quality of Service (QoS): The CLC model takes into account the QoS
requirements of different applications and services running on the WBAN. For
example, it can prioritize the transmission of real-time data over non-real-time

data.

It is important to note that there is no unique design of CLC model, and different
designs may have different trade-offs depending on the specific requirements of the

WBAN.

1.2.1.1 CLC Key Steps

The working mechanism of CLC on base stations in a WBAN typically involves

several key steps:

1. Channel state information (CSI) collection: The base station collects
CSI from the wireless body area nodes (WBANSs) through a feedback mech-
anism. This information can include the channel gain, noise power, and

interference level.

2. Resource allocation: The base station uses the CSI to allocate resources,
such as transmission power and bandwidth, to the WBANs. This can be done

through techniques such as power control, rate adaptation, and scheduling.



Introduction 13

3. Quality of Service (QoS) management: The base station uses the CSI
and resource allocation information to manage the QoS of the WBANs. This
can include prioritizing the transmission of real-time data over non-real-time

data, and allocating more resources to nodes that have high QoS requirements.

4. Security management: The base station uses the CSI and resource allo-
cation information to secure the network. This can include encrypting the

data and authenticating the nodes.

5. Network control and coordination: The base station uses the CSI and
resource allocation information to control and coordinate the network. This
can include forming clusters of nodes, managing handovers, and adjusting

the transmission power of the nodes to avoid interference.

6. Adaptive mechanism: The base station uses the CSI and resource alloca-
tion information to adapt the network to changing network conditions. This
can include adjusting the transmission power, rate, and scheduling based
on the channel conditions. It is important to note that the specific working
mechanism of CLC on base stations may vary depending on the specific

design of the network and the requirements of the application.

CLC is a way of organizing these sensor nodes into clusters, with one node acting
as a cluster head. The cluster head is responsible for coordinating the activities of

the other nodes in the cluster and for relaying data to the base station.

1.2.1.2 Benefits to Using CLC in a WBSN

Increased energy efficiency: By grouping the sensor nodes into clusters and having
one node act as a cluster head, CLC reduces the number of nodes that need
to communicate directly with the base station. This reduces the overall energy

consumption of the network, as fewer nodes need to be active at any given time.

1. Improved scalability: CLC allows for the easy addition or removal of
sensor nodes to the network, as the clusters can be dynamically reconfigured

to accommodate changes in the number or location of nodes.
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2. Increased reliability: CLC allows for the detection and isolation of failed
or malfunctioning nodes, so that they can be replaced or repaired without

affecting the overall operation of the network.

3. Improving security: CLC can improve the security by authenticating the

cluster head as a legitimate sender of data.

It is important to note that, Clustering can be a challenging task in WBSN due to
the mobility of the nodes and the dynamic nature of the wireless communication
environment. The creation of CLC should also account for the unique qualities of
the sensor nodes and the physiological data they gather, so that the clusters are

ideally designed for the desired use case.

1.2.2 Public Key Infrastructure

Public Key Infrastructure (PKI) which is a set of technologies and policies that are
used to secure communications and transactions over a network. In a WBSN, PKI
can be used to secure the communication between the sensor nodes and the hub or
base station, as well as the transmission of data to remote servers [25]. PKI works
by using a pair of keys, a public key and a private key, to encrypt and decrypt data.
The public key is used to encrypt data, and the private key is used to decrypt it.
A sender encrypts data using the public key of the intended recipient, and the
recipient then decrypts it using their private key. This ensures that the data can

only be read by the intended recipient.

1.2.2.1 Application of PKI

1. Authenticate sensor nodes and hub or base station
2. Secure communication between the nodes and the hub
3. Ensure the privacy and integrity of the data that is transmitted

4. PKI can be implemented in WBSN in multiple ways, some examples include:
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5. Using a pre-shared key: Here the key is preloaded into the nodes and
hub before deployment.

6. Using digital certificates: Each node and hub will have a unique certificate

that can be used for authentication and encryption.

7. Using a Public Key Encryption (PKE) based scheme: Here instead
of a pre-shared key or certificate, a public-private key pair is generated by

each node and hub during the initialization.

It’s important to note that PKI has a lot of overheads, especially in terms of
computation and communication requirements. That makes it hard to implement
on low-power, low-memory and low-bandwidth devices such as WBSN nodes [26].
However, with the recent advancement in cryptography and optimization techniques,

it’s becoming more practical to implement PKI on such devices.

As WBSN is still an emerging field, the standardization of the PKI protocols,

security and privacy concerns are being addressed by researchers and industry.

1.2.3 Identity-Based Cryptography

Identity-Based Cryptography (IBC) is a form of public-key cryptography where
the public key of a user is derived from their unique identity, such as an email
address, instead of being randomly generated. In IBC, a trusted third party known
as a Private Key Generator (PKG) generates a private key for each user and
manages the mapping between their identity and public key [27]. This simplifies
key management, as users don’t have to manage their own keys, but it also means

that the security of the system is dependent on the security of the PKG.

1.2.3.1 Pros and Cons of IBC

1. Simplified Key Management: As the public key of a user is derived
from their identity, users do not have to manage their own keys, making key

management easier.
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2. Ease of Use: IBC eliminates the need for users to generate their own public-

private key pairs, making it easier for users to adopt and use cryptography.

3. Scalability: IBC can be used to manage the keys of a large number of users,

making it a scalable solution for organizations with many users.

1.2.3.2 Cons of IBC:

1. Security Dependent on PKG: Attacks against the Private Key Generator

(PKG) may compromise the whole system.

2. Privacy Concerns: Since a user’s identity is utilized as their public key, it

is potentially less private than other kinds of public-key encryption.

3. Complexity: Implementing and managing IBC can be complex, as it requires
a trusted third party (PKG) to manage the mapping between identities and
public keys.

4. Vulnerability to Compromised PKG: If the PKG is compromised, the

security of all users in the system may be at risk.

1.2.4 WBAN Security Need or Requirements

Wireless Body Area Networks (WBANSs) are vulnerable to security threats, just

like any other wireless network.

Therefore, it is important to consider security when designing and implementing

WBANS. Some of the key security needs and requirements for WBANSs include:

1. Confidentiality: WBANSs transmit sensitive medical information, such as
vital signs and medical history, which needs to be protected from unauthorized

aCCess.

2. Authentication: WBANSs need to be able to verify the identity of devices

and users to prevent unauthorized access to the network and data.
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3. Integrity: To prevent data from becoming inaccurate or unreliable during

transmission, WBANs must prevent any kind of data modification.

4. Access control: WBANSs need to be able to control access to the network

and data, to prevent unauthorized access and data leakage.

5. Non-repudiation: WBANs need to be able to provide evidence of the origin

and authenticity of data, to prevent denial of data transmission or receipt.

6. Data protection: WBANSs need to protect data from being lost or stolen,

and ensure data recovery in case of device failure or loss.

7. Secure updates: WBANS need to be able to securely update devices and
software, to ensure that the network and devices are kept up to date and

secure.

8. Secure communication: WBANSs need to be able to securely communicate

between devices, to protect data during transmission.

9. Compliance: WBANSs need to comply with relevant regulations and stan-

dards, such as HIPAA for healthcare.

It’s important to note that security threats to WBANs are constantly evolving,
and it is important to keep the security measures up to date and to conduct regular

security assessments to identify and mitigate potential vulnerabilities.

1.2.5 Symmetric Cryptography and Asymmetric Cryptog-
raphy

Symmetric cryptography and asymmetric cryptography are two main branches of
cryptography, which are used to secure communications and protect data from

unauthorized access.

1. Symmetric cryptography, also known as secret key cryptography, uses

a single shared secret key to encrypt and decrypt data. The sender and
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the receiver use the same key to encrypt and decrypt the data, so the key
must be kept secret and shared securely between the sender and the receiver
[19]. Examples of symmetric encryption algorithms include the Advanced

Encryption Standard (AES) and the Data Encryption Standard (DES).

Asymmetric cryptography, also known as public key cryptography,
uses a pair of keys: a public key and a private key. The public key is used
to encrypt data and the private key is used to decrypt data. Anyone can
use the public key to encrypt data, but only the holder of the private key
can decrypt it. This is made possible by the mathematical properties of
the encryption algorithm. Examples of asymmetric encryption algorithms
include RSA, ECC and El Gamal. One of the major advantages of
asymmetric cryptography over symmetric cryptography is that it enables
secure communications without the need to share a secret key. The
public key can be freely distributed and used to encrypt data, while the
private key is kept secret by the holder [20]. As a result, symmetric
cryptography is often used to encrypt large amounts of data, while
asymmetric cryptography is used to encrypt the symmetric key and the
small amount of data [21]. Both symmetric and asymmetric cryptography
play important roles in securing communications and protecting data,

and are often used in combination to provide a higher level of security.

1.2.5.1 Pros of Symmetric Cryptography

1.

Faster and more efficient than asymmetric cryptography

2. Simplicity in its design and implementation

1.2.5.2 Cons of Symmetric Cryptography

Key distribution is a major problem, as both sender and receiver must have a copy

of the same key

1.

Key management is difficult in large systems
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1.2.5.3 Pros of Asymmetric Cryptography

1. Key distribution is more straightforward, as the public key can be freely
shared

2. Greater security, as the private key must be kept secret

3. More secure key management

1.2.5.4 Cons of Asymmetric Cryptography

1. Slower and less efficient than symmetric cryptography

2. More complex design and implementation

In summary, symmetric cryptography is typically used for bulk encryption and
decryption of data, while asymmetric cryptography is used primarily for key ex-
change and authentication [22]. Both have their own advantages and disadvantages

and are used together in many systems, such as Transport Layer Security (TLS)

and Secure Shell (SSH).

1.2.6 Asymmetric Using Generalized Signcryption

Asymmetric cryptography can also be used in a technique called ‘generalized
signeryption.” This method allows for a message to be encrypted with a public key
and then decrypted with a different private key. This can be useful in situations
where multiple parties need to be able to decrypt a message, but not all parties
should have access to the same private key. For example, let’s say Alice wants to
send a message to Bob and Carol, but she doesn’t want either of them to be able to
read the message without the other’s permission. Alice could encrypt the message
with Bob’s public key, then encrypt the result with Carol’s public key. Bob and
Carol would then use their own private keys to decrypt the message, but neither
would be able to read the message without the other’s help [23]. Generalized

signcryption is an extension of the classic public-key encryption and can be useful
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in situations where multiple parties need to be able to decrypt a message, but not
all parties should have access to the same private key. However, it is a relatively

advanced technique and is not widely used in practice.

1.3 Research Gap

The increasing demand for secure communication in various domains has led to the
development of various signcryption schemes. However, the heterogeneous nature of
these schemes makes it difficult for users to choose the appropriate one that meets
their specific requirements. This has resulted in a choice issue, where users struggle
to determine the best scheme for their needs based on factors such as security

strength, computational efficiency, and compatibility with existing infrastructure.

1.4 Problem Statement

The objective of this problem statement is to develop a unique heterogenous
generalized signcryption solution that can address the choice issue by allowing users
to dynamically select the appropriate signcryption scheme based on their specific
requirements, without compromising security or performance. The solution should
provide a unified framework for the evaluation and comparison of computational
cost, communication overhead and energy consumption as well, making it easier

for users to make informed decisions.

1.5 Research Questions

To solve the problem, as indicated in the problem statement, we need to address

at least following questions:

1. How to design efficient and secure heterogeneous (CLC/PKI) generalized

signeryption to reduce the cost while maintaining the desired security?
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2. What is impact of proposed generalized signcryption scheme in terms of

computational cost, communication overhead and energy consumption.

1.6 Purpose

The purpose of this research question is to guide the development of a solution that
addresses the challenge faced by users in selecting the appropriate signcryption
scheme for their secure communication needs. The research question focuses on
the development of a heterogenous generalized signcryption solution that considers
multiple factors such as security strength, computational efficiency, compatibility
with existing infrastructure, computational cost, communication overhead, and
energy consumption. The ultimate goal of this research is to provide a unified
framework for the evaluation and comparison of different signcryption schemes,
making it easier for users to make informed decisions and find the best solution for

their specific requirements without compromising security or performance.

1.7 Scope

In the Healthcare Wireless Body Area Network (WBAN) domain, there is
scope for using cost-effective and efficient communication schemes to support
the transmission of medical data and patient information. The following are
some of the ways in which these schemes can be used Low-power wireless
communication can help reduce the cost and power consumption of WBAN
devices, making them more affordable and practical for widespread use in
healthcare [28]. Data compression algorithms can be used to reduce the
size of medical data being transmitted, making it more efficient to transmit
and store. This can help reduce the cost of data storage and transmission,
as well as improve the performance of WBAN devices [29]. Overall, the
use of cost-effective and efficient communication schemes in the Healthcare
WBAN domain can help improve the quality and reliability of medical data

transmission, while reducing the cost and complexity of WBAN devices. This



Introduction 22

can help drive the widespread adoption of WBANSs in healthcare and support

the development of new and innovative healthcare solutions.

1.8 Significance

The use of less cost and efficient communication schemes in the Healthcare Wireless

Body Area Network (WBAN) domain is significant for several reasons:

1. Improved Accessibility: By reducing the cost and complexity of WBAN
devices, less cost and efficient communication schemes can help improve
accessibility to medical data and patient information, particularly in resource-

limited settings.

2. Enhanced Patient Safety: By improving the reliability and accuracy of
medical data transmitted over WBANSs, less cost and efficient communication
schemes can help enhance patient safety by reducing the risk of errors and

inaccuracies in medical data.

3. Improved Patient Comfort: By reducing the power consumption and size
of WBAN devices, less cost and efficient communication schemes can help
improve patient comfort by reducing the weight and size of wearable medical

devices.

4. Increased Adoption: By making WBAN devices more affordable and
practical, less cost and efficient communication schemes can help drive the
widespread adoption of WBANS in healthcare, improving access to medical

data and information for patients and healthcare providers.

5. Better Health Outcomes: By enabling real-time monitoring and analysis
of medical data, WBANSs can support better health outcomes by providing
early detection of potential health issues and enabling more accurate and

timely diagnoses.

Overall, the use of less cost and efficient communication schemes in the Healthcare

WBAN domain is significant because it can help improve the quality and reliability
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of medical data transmission, reduce the cost and complexity of WBAN devices, and
drive the widespread adoption of WBANS in healthcare, supporting the development

of new and innovative healthcare solutions.

1.9 Contribution

Our major contribution is to provide a desirable, efficient and secure way of het-
erogenous generalized signcryption that can adaptively work as an encryption
mode, a signature mode, or a signcryption mode with a logical single cipher that
consumes fewer resources by using shorter keys size. Scenario of our work is if
we require data form multiple sensors along with multiple security standards or
requirements then our system provides choice for data transmission with fulfillment
of security requirement with better performance in terms of communication over-
head, computational cost and energy consumption. We used a statistical method
of comparison to provide outcomes that were more visually appealing and straight
forward. Our contribution led to a 36% decrease in computational cost, a 16.36%
decrease in transmission overhead, and a 17% decrease in energy consumption,
ultimately leading to an increased overall performance of the system. Overall, our
proposed architecture provides an effective and efficient solution for secure data

transmission with multiple security requirements.



Chapter 2

Literature Review

To gain a thorough understanding of the current state of the field, a review
of the literature on generalized signcryption in Wireless Body Sensor Networks
(WBSNS) is necessary. Signeryption is a cryptographic technique that provides both
confidentiality and authentication by merging digital signatures and encryption.
In the context of WBSNSs, secure communication between sensor nodes is crucial

to safeguard sensitive data.

[30-35] Studies have shown that traditional signceryption schemes are not suitable for
WBSNs due to their high computational and communication overhead. To address
this issue, researchers have proposed several generalized signcryption schemes
specifically designed for WBSNs. These methods are developed to keep data safe
and private while cutting down on unnecessary processing and transmission. One
such example is the WBSN-oriented generalized signeryption (WOGS) scheme,
which is based on elliptic curve cryptography and provides a compact signcryption
solution for WBSNs. Another example is the lightweight generalized signcryption
(LGS) scheme, which uses a hash-based approach to minimize the overhead in both
computation and communication. Additionally, researchers have proposed various
optimizations and enhancements to existing signcryption schemes to improve their
efficiency and security in WBSNs. This includes the use of smart cards and
hardware accelerators to reduce computation overhead and the integration of key

agreement protocols to enhance security.

24
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2.1 Overview of Literature

Overall, the literature suggests that generalized signcryption schemes are a promis-
ing solution for secure communication in WBSNs. However, there is still room
for improvement, and further research is needed to address the challenges and
limitations of these schemes in real-world WBSN deployments. In 2009, Saleem et
al. [32] described the fundamental security needs of WBANS in addition to the
challenges associated with Denial of Service (DDoS). Additionally, the authors
highlight the current multi-layered risks that are posed to WBANs and give an
in-depth discussion of the principles of security. The authors conclude by rating the
state of security in WBAN. In their 2011 publication, Zhang et al. [33] attempted
to investigate potential resource-constrained WBANSs risks and offer a study of
communication protocols, cryptographic algorithms, and key management proce-
dures that are important to WBANSs security. Furthermore, the authors examine
issues with existing solutions and potential avenues for the development of future
research in the area of WBANS security. In 2013, Aqeel et al. [34] published their
research in an attempt to provide a critical examination of various authentication
processes for WBANs. The IEEE 802.15.6 standard serves as the foundation for
all of the research and conversation. The writers Javadi et al. [35] analyze the
significant threats to security and privacy that are posed by WBANSs. In addition,
they talk about a problem with the Quality of Service (QoS) in WBANSs that hasn’t
been handled yet and might lead to major security risks. In the last section, the

authors provide potential research areas that may be pursued in the future.

2.2 Wireless Body Sensor Network

Saha et al. [36] provided a synopsis of the present state of WBAN security in their
article published in 2014. In addition to this, the writers bring out a number of very
serious safety issues. Pathania et al. [37] provide an overview of WBANs as well
as associated problems, with a particular emphasis on the difficulty of the security

issue. In addition to a vulnerability assessment, the authors examine security
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threats and WBAN-specific security needs. Kang et al. [38] conducted research
on the safety precautions taken by application and communication protocols in
the year 2015. The writers also analyze the design, as well as potential flaws,
prospective threats, and potential improvements in the future. In their paper
[39], Mainanwal et al. evaluated the benefits and drawbacks of various security
and privacy procedures that are applied in WBANs. We also discuss the risks
and constraints that WBANSs face. Possible future paths of research are then

explored. Usha and Priya cover attack types, defense tactics, and simulation tools

for WBANSs [40].

2.3 Wireless Local Area Network

In order to strengthen the safety of wireless local area networks (WLANSs),
Masdari et al. [41] carried out an exhaustive research project on the many
authentication techniques that were presented in the 2016 academic literature.
The writers also investigate both the positive and negative aspects of each
authentication system and compare the characteristics and functionalities of
each option. In conclusion, the authors provide some suggestions for potential
next steps. An in-depth investigation of WBANs and WSNs is presented by
Naik et al. [42]. In addition to this, the writers examine both the positive and
negative aspects of various WBAN security solutions. In 2017, Al-Janabi et
al. [43] conducted an analysis of the communication architecture of WBANs
utilizing latest research and suggestions. In addition, they investigated the
potential hazards, problems relating to privacy and security, and other concerns
that are connected to the use of networks of this sort. In addition to that, the
most recent security precautions and research findings pertaining to WBANs
are included in the paper. In the last step of this process, we evaluate possible
subjects for further investigation and innovation. Sawaneh et al. [44] did a
survey research study on the topic of developing and implementing WBANSs in
healthcare systems. [44] The need of protecting users’ privacy and data when
using WBAN is also briefly discussed. Zou et al. [45] analyze the feasibility

of various different secure communication mechanisms that might be used



Literature Review 27

inside WBANs as well as between WBANs and external organisations. In
their study, the fundamental security requirements that must be satisfied in
order to ensure safe transmission at both levels are highlighted. The principal
emphasis of Aman and Shah’s [46] extensive evaluation of relevant research is
on the issues that are presented by routing and security in mobile, ubiquitous,

and WBANSs.

2.4 Security Assaults

In 2018, Narwal and Mohapatra [47] carried out an exhaustive investigation
on a wide variety of authentication procedures. The authors give not only a
thorough description of each scheme but also an in-depth examination of each
scheme with regard to security assaults, security measures, and other elements
that are relevant. The information included in Usman et al [48].’s introduction
to WBAN security is summarized. The authors recommend developing a
taxonomy as a means to simplify the process of classifying items used inside
healthcare systems. Each layer of the WBAN architecture has been examined

to look for any security flaws.

The writers did a fantastic job of locating engaging themes and plausible study
approaches, Malik et al. [49] offer an overview of the most significant security
needs and possible dangers in WBANSs at different levels. The authors base their
analysis on the OSI model, which serves as a framework. The paper begins with an
introduction of WBANSs as a tool for healthcare monitoring, and then continues on
to a discussion of cryptographic techniques that may be utilized to address issues
about security and privacy. Both the writers Kompara et al. [50] lay a significant
emphasis on the importance of necessary agreement in addition to the safety of
intra-BAN communication. It offers a comprehensive analysis of the many different
key agreement processes that are now in use, labelling them as ‘traditional,” ‘secret
key,” and ‘hybrid key,” accordingly. In addition to this, we provide a description
of the characteristics of each category and an analysis of how well WBANSs can

withstand potential dangers.
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2.5 Security Services

In 2019, Morales et al. [51] presented a detailed review of security services and
several ideas for enhancing the WBAN architecture. The study’s ultimate objective
is to provide a thorough picture of the security of the WBANS system. Zhang et
al. [52] provide an overview of WBANS; their uses, and security issues. The most
current research and publications shed light on the multiplicity of security flaws
that plague WBANs and the many approaches used to remedy them. Luo et al.
[53] perform a comprehensive literature study on the privacy and security risks of
electronic healthcare record systems used by WBANs. As Li et al. [54] have pointed
out, there are issues with the design of authentication mechanisms for WBANSs.
The authors also give the scientific community with potential future directions. To
address security and privacy concerns with WBANSs, Chaudharyet al. [55] studies
these challenges, suggests solutions, and discusses the authentication technique
employed. In addition to a variety of authentication kinds and methodologies,
Hussain et al. [56] present a summary of the features of WBANs.In addition,
it examines and contrasts a variety of authentication techniques, expanding on
their relative advantages and disadvantages, grading their overall performance, and
evaluating their resilience to certain security breaches. In their conclusion, the
authors offer probable future measures. The article by Asam et al. [57] provides a
comprehensive overview of the problems associated with WBANSs from the points
of view of communication and security. Unfortunately, the authors only present a
superficial evaluation, neglecting important issues about security in the process.
Sen et al. [58] investigate the fundamental safety needs of WBANs as well as their

concerns with DoS.

In 2020, Roy et al. [59] conducted a comprehensive analysis of the security and
privacy concerns connected with WSNs and WBAN. The authors evaluate and
contrast the two systems by analyzing their fundamental characteristics, design,
and performance measures, as well as their actual applications. Researchers are
presented with open research challenges as a last phase. Sharma et al. [60] analyze
and evaluate the routing, security, energy, and cost-cutting aspects in WBAN in

their study and assessment.
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2.6 Analysis of WBANs Evolutions

Hajar et al. [61] present a thorough analysis of the technology behind WBANs
in 2021, concentrating on security and privacy issues, possible remedies, future
research topics, and unanswered concerns. In contrast, the authors were only
concerned with non-authentication approaches. WBANSs face a variety of security
procedures and routing issues, which Vignesh et al. [62] explain in depth. Moreover,
they discuss potential network-based assaults and analyze some of the protections
in place to thwart them. Numerous potential vectors for assault are also dissected
by the writers. The study continues by outlining the key difficulties users have
while establishing a connection in WBANS, a brand-new scientific field developed in
response to the epidemic. An extensive literature evaluation of the various WBAN
security approaches is conducted by Jabeen et al. [63]. With memory constraints in
mind, the authors choose study areas in which to evaluate the effectiveness of various
assaults. The schemes are checked for quality and applicability to the research
topic. What’s more, the projects we're talking about span the years 2016-2020,
albeit we're going to be focusing on the more recent ones first. Several methods
are explored in the research literature to determine how the privacy of patients’
healthcare information transfers might be enhanced. The data encryption methods
Message Authentication Code (MAC), Secure Hash Algorithm 1 (SHA-1), and
hybrid encryption are ranked according to their respective strengths and weaknesses.
In conclusion, the authors evaluate safety under various assault conditions. The
several methods of authentication and security are discussed by Narwal et al. [64].
This study used a more comprehensive approach to security and authentication
in WBANSs than previous research had taken. In addition to a full discussion
of the security procedures in WBANSs, this article provides an in-depth study of
the most crucial security elements, including the dangers involved, the sorts of
attackers that may target these networks, and the existing remedies. In addition,
the authors examine WBAN applications, outstanding research concerns, ideas for
more research, and potential future developments. In a broader perspective, the
study examines the use, technology, and components of WBANs as well as their

security and authentication.
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2.7 Signcryption Schemes Survey

WBANSs have been thoroughly investigated for a considerable amount of time.
This has led to the publication of several papers that offer a high-level overview
of the field and analyze the current literature on various issues within it. The
aforementioned surveys mostly examine authentication, architecture, security,
and impediments. This paper covers various aspects related to sign encryption
schemes, including security requirements, applications, and classification based
on cryptography and algorithm [65]. Additionally, it offers brief overviews of
recently introduced schemes, a list of their security characteristics, and techniques
for assessing both their performance and security. Some of them are: The goal of

this research is to categorize, examine, and rate WBAN signcryption techniques.

2.7.1 Attribute-Based Signcryption Scheme

It is only feasible to divulge the information linked with a particular public key
if a small number of persons know the master key. Obtaining a certificate of
public-key authenticity is unnecessary. By presenting and implementing key policy
attribute-based encryption, Barbosa et al. [66] introduced a breakthrough concept
(KP-ABE). This research’s encrypted material is associated with a set of attributes.
However, the encrypted data can only be decrypted by users whose credentials
match those in the key’s access tree. Because the private keys necessary to decrypt
the data are created by the access tree, which is also used to build the user access
strategy, this is the case. The four components of the proposed method are the
encipherment, key generation, decryption, and initialization cyphers. This research
provides a dynamic access policy that avoids the challenges caused by a single
authority by using many authorities. Boneh et al. [67] identified unauthorized
access and manipulation with a patient’s vital signs as two significant security
issues of wireless body area networks (WBAN). This study leverages blockchain
technology to prevent unauthorized modifications to patients’ personal information,
and the sequential aggregate signature scheme with a designated verifier (DVSSA)

approach may prevent unauthorized persons from having access to patients’ vital
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signs. Even the tiny storage problem of blockchain was resolved by data compression.
If necessary, the permissions of the users might be revoked. By employing ABE
bilinear pairings, Boneh et al. [68] introduced a unique method for encrypting data.
To prevent unauthorized access to critical patient data, this study identifies a set
of user characteristics in advance. Tan et al. [69] relied on a KP-ABE-based secure
data transfer technique while relaying sensitive data from biosensor nodes to a sink
node. Hohenberger and Waters [70] proposed online/offline ABE as a solution to the
problem of high computational costs (encryption and key generation) in ABE. The
first part of the suggested strategy is implemented online, while the second phase
is implemented in the real world. In the offline phase, the costliest procedures are
calculated, while the other activities are computed online. It works nicely in BSNs
environments. Liu et al. [71] have developed a unique authentication methodology
with their suggestion of a certificate-less signing method. With this strategy, both
the sender and the recipient remain anonymous throughout communication. Tan
et al. [72] proposed identity-based encryption (IBE) to protect the confidentiality
of patients’ medical information during transmission utilizing BSNs. The sensor
nodes in experiment encrypt the data using the identity characteristics that the
revoked users do not possess. With this additional degree of security in place,
only users who have not been blacklisted may decode the data. All attributes
required to produce a secret key are managed by a centralized authority (CA), in
case a patient needs to be transported from one hospital to another for specialist
testing, such as the usage of an electronic medical record (EMR) in the diagnostic
process. As a consequence, the physician at the other hospital will only be privy
to incomplete information regarding the patient’s confidential medical history.
Patients’ medical data may be securely exchanged over a public network, due to
the many blockchain-based security and privacy protections stated by Jin et al.
[73]. Moreover, the merits and limitations of each blockchain-based solution are
highlighted. A novel mechanism for limiting who may access what information was
proposed by Li et al [74]. On this project, we employ ABE to encrypt personal

information about persons before storing it in the cloud.

Advancements in technology, including the rise of cloud computing and the Internet

of Things, have greatly improved medical treatment. Nevertheless, concerns
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regarding data security and privacy persist, hindering progress in smart health.
Zhang et al. [75] proposed security and privacy measures for patient data in the
4 International Journal of Distributed Sensor Networks utilizing the CP-ABE
approach. The Privacy-Aware Smart Health (PASH) standard model, according to
the study’s authors, is more secure and produces better results than other methods

now in use.

2.7.2 Identity-Based Signcryption Scheme

The rapid advancement of Attribute-Based Encryption (ABE) has led to the
expansion of Identity-Based Signature (IBS) notation and the introduction of
the concept of Attribute-Based Signature (ABS), both of which are consequences
of the swift progress of ABE. In the ABS concept, a private key holder uses a
signing predicate to generate a signature for data, which can only be verified by a
third-party verifier. The verifier can confirm that the signing predicate has been
satisfied, but cannot access any information about the signer’s attributes. By
utilizing a unique signing predicate with their private key, the signer creates a

signature.

2.7.3 CLC-Based Signcryption Schemes

Yang et al. [76] have proposed using CLC to enhance the security of WBANS.
In terms of lowering processing expenses and transmission overhead, as well as

boosting general network security, there is still potential for improvement.

This research not only lowers costs but also satisfies a fundamental crypto-
graphic security criterion. It may still show improvement in BSNs settings.
Access trees are defined using AND, OR logic gates with additional parameters
in the attribute-based signcryption (ABSC) scheme introduced by Ma et al.
[77]. The encoded message is of a fixed length. The system provides a cost
savings compared to previously proposed methods in the literature. based on
consortium blockchain. It seeks to address a key problem with the present

emergency system: obtaining the patient’s permission to access their private
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medical records in the event of an emergency. In addition, it lays out the smart
contract-based criteria for regulating medical emergencies and determining
how long sensitive patient data should be kept secure from intrusion. Given the
novelty of ABSC research, we suggest a new ABSC method using blockchain
technology and fixed-size encoded text to reduce overhead and increase privacy
and security. In addition, we boost the BSNs’ overall effectiveness to increase
the average patient lifespan. The literature presents a number of methods for
securing the BSNs environment based on IBE, CLC, ABE, ABS, and ABSC.
Despite their widespread use, all of these methods suffer from serious security

flaws and inefficiency in both processing time and data transfer.

2.7.4 PKI-Based Signcryption Schemes

In the limited resources of BSNs, our suggested approach excels. According to the
public key cryptosystem, PKI signcryption, iD-based signcryption, and certificate-
less signeryption are the three distinct variants of signeryption. PKI signeryption
is the most common kind. PKI is often used to safeguard a huge network, such as
the Internet. The literature provides a plethora of reliable PKI-based signcryption
techniques. [78] Registration authority, certificate authority, verification authority,
and a certificate revocation list are all part of the PKI basic system. PKI is
primarily used to verify the integrity of public keys between sending and receiving
nodes. Certificate distribution and revocation are resource-intensive operations,
making the PKI method inappropriate for resource-constrained environments like
BSNs. Various iD-based sign-encryption algorithms were presented as a solution to
the PKI certificate management issue. [76-78] The users of these systems submit
requests to a private key generator, who then generates the necessary keys (PKG).
When a request is sent to the PKG, it includes the sender’s ID, phone number,
and email address. The PKG generates private keys for secure communication by
using the master secret key and other system characteristics it has stored. All
private keys are generated by PKG, therefore an assault on it would compromise
the security of the whole system. ID-based signcryption solves the issue of public

key authenticity without certificates, but it still has the key escrow problem. Using
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certificate-less sign encryption, scientists have finally solved the key escrow and

certificate management issues.

EMRs may also be transferred on the blockchain, although in an encoded form.
To prevent unlawful actions and boost network performance, participants in this
research only shared their data’s decryption keys with authorized medical personnel.
The suggested approach was shown to scale well using simulation findings. Previous
research has suggested a few other certificateless signcryption based systems. The
user’s entire private key in these schemes is created in two stages, the first by
an external entity known as a key generating center (KGC), and the second by
the user. Certificate-less sign-encryption is, thus, the best option in the resource-
Igbal et al. [79] restricted setting of BSNs. In this research, Amin et al. [80]
presented the idea of online/offline signcryption, which merges the use of encryption
and signatures to protect the privacy and authenticity of sensitive information.
Therefore, for the resource-constrained context of BSNs, mobile phones, smart cards,
and radio-frequency identification, online/offline signcryption is a very optimal
option (RFID). In order to reduce the burden on devices with limited resources,
difficult and time-consuming computations might be performed in the offline phase
by more robust machines. This allows signcryption to do its data processing in
the shortest possible time by making use of pre-computation. When it comes to
online/offline signeryption, most of the published approaches focus on Public Key
Infrastructure (PKI) implementations. [58-60]. Thwin et al. [81] came up with the
idea of combining the blockchain with the proxy re-encryption method in order to
securely transmit personal health information (vital signs). This was done in order
to address issues with network performance, privacy and security, sensor storage
restriction, revocation of permission, and scalability (vital signs). It continues to

be impenetrable despite the onslaught of enemy attack.

2.8 Comparative Analysis of Literature Review

Signcryption is a cryptographic primitive that combines the functionalities of

digital signatures and encryption in a single step. It is designed to provide both
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Signcrytion Schemes Suggested for WBANS
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FIGURE 2.1: Comparative Analysis

confidentiality and authenticity for messages in a more efficient and streamlined
way than using separate digital signature and encryption mechanisms. Some

signcryption mechanism are discussed in figure 2.1 above.

There are several signcryption schemes that have been proposed in the literature.

Here are some details about a few of them:

RSA-based Signcryption: This scheme is based on the RSA public-key encryp-
tion algorithm. It combines RSA signature and encryption operations in a single
step. The sender generates a signature on the plaintext message using their private
key and then encrypts the message and the signature using the recipient’s public
key. The recipient can verify the signature using the sender’s public key and then

decrypt the message using their own private key.

Elliptic Curve Cryptography (ECC)-based Signcryption: This scheme is
based on the use of elliptic curve cryptography. It uses a hybrid encryption
approach where the message is first encrypted with a symmetric key algorithm
and then the key is encrypted using the recipient’s public key. The sender

generates a signature on the ciphertext and the encrypted symmetric key using
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their private key. The recipient can verify the signature using the sender’s
public key and then decrypt the symmetric key and use it to decrypt the
message. Here are brief descriptions of some common types of cryptographic

schemes as discussed in figure 2.1 above.

Attribute-Based Encryption (ABE): A type of encryption that allows access
control policies to be defined based on attributes of users, such as age or job title,
rather than just their identity. ABE is useful in situations where access control

needs to be more granular than just user identities.

Public Key Infrastructure (PKI) based Signcryption: A cryptographic
technique that combines digital signature and encryption functionalities into a
single operation. PKI based Signcryption uses a trusted third party, known as a
Certificate Authority (CA), to issue digital certificates that verify the identity of

users and their public keys.

Certificateless Signcryption: A type of encryption that uses a hybrid approach
of PKI and Identity-Based Encryption (IBE) techniques. In certificateless Sign-
cryption, a user’s public key is generated based on a combination of their identity
and a random number, eliminating the need for digital certificates. This scheme is
a variation of identity-based signcryption that does not require a trusted authority
to generate private keys. Instead, it uses a public key infrastructure (PKI) based on
the recipient’s email address or other identifier. The sender generates a signature
on the plaintext message and encrypts both the message and the signature using
the recipient’s identifier. The recipient can then decrypt the message and verify

the signature using a public key obtained from the PKI.

Certificate-based Signcryption: A type of encryption that relies on digital
certificates issued by a trusted third party. Certificate-based Signcryption uses a

user’s public key, which is included in their digital certificate, to encrypt data.

Heterogeneous Signcryption: A type of encryption that supports multiple
cryptographic algorithms and key lengths in a single operation. Heterogeneous
Signcryption is useful in situations where different levels of security are needed for

different types of data.
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Identity-based Signcryption: A type of encryption that uses a user’s identity,
such as their email address, as their public key. Identity-based Signcryption
eliminates the need for public key distribution, simplifying the key management
process. This scheme is based on identity-based encryption (IBE). It allows a
sender to encrypt a message for a recipient using their email address or other
identifier as the public key. The sender generates a signature on the plaintext
message and encrypts both the message and the signature using the recipient’s
identifier. The recipient can then decrypt the message and verify the signature

using their private key, which is generated by a trusted authority.
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Proposed Network Model

For the proposed network’s workflow, we took into account not only the sensors
themselves, but also the base station, the medical server (MS), and the stakeholders.

The following sections elaborate on the function of the various players involved.

Tier 1 Tier 2 Tier 3 Tier 4

Weather
Forecast

Caregiver m
$
[0 ]

@ Different Bady Sensors

-

it
)

Medical Server Stake Holders
Proposed Network Architecture MS /L

F1cURE 3.1: Proposed Network Architecture

This methodology has three modes of data transmission and four tiers. Three

modes of data transmission detailed diagram show in figure 3.1.

38
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FIGURE 3.2: Modes of Data Transmission

It has three types of modes

1. Encryption mode only
2. Digital Signature mode only

3. Signcryption mode only

All formulae will be discussed in detail in corresponding Tiers and generically

shown in figure 3.2.

3.1 Tier 1

This tier has three major components

1. Sensor
2. Key generation center (KGC)

3. Control Unit A (CU,) / Base Station

First of all, when sensor sense data from environment then if data meet any of
its threshold either minimum or maximum. Then sensor send its ID to KGC for

Generation of Partial Private key (Ppx), KGC receives ID and generate a Ppy pass
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it to sensor, sensor generate a random no itself multiply random no with partial
private key generated from KGC to generate its Full Private Key (FPK) as shown
in figure 3.3 below.

!
7
/jﬁ ~

Tier 1

F1cUrE 3.3: Tier 1 of Proposed Architecture

On the basis of sensor type, selected at the time of implantation or initialization
one of scheme is selected from our three proposed schemes either encryption, digital

signature or signcryption as mentioned below.

3.1.1 Encryption Mode (Type 1)

If sensor required encryption mode only then apply formula below before transmit-

ting its data.

C = epucus (M)

3.1.2 Digital Signature Mode (Type 2)

If sensor required digital signature mode only then apply formula below before

transmitting its data.
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S = erPKgie (M)

3.1.3 Signcryption Mode (Type 3)

If sensor required signcryption mode only then apply formula below before trans-

mitting its data.

Sign = EPuCUg (5FPKSid (M))

After successful data compilation data will send to CU4 / BS in the cover of Dy
for further processing CU4 / BS receives data from sensor and sent sensor id with
timestamp to KGC for verification. On receiving acknowledgment from KGC, CU 4

/ BS proceed data further in Tier 2.

3.2 Tier 2

This Tier has three major responsibilities.

1. Authentication Authority
2. Trusted Authority

3. Internet connection

In Tier 2 CU,4 / BS send Sensor Type Tp Patient id P;4 and Public Key K, of
sensor to an Authentication Authority (V). V4 compile a certificate Cg; and send

to Trusted Authority (T 4) for record.

T4 send acknowledgment to V4. V4 send a certificate Cg; encrypted with master
secret key Mgy having Time Stamp (Ts;), Tp, Pig, K. Then CU4 / BS transmit
D7 and Cg; over the network using 3G/4G internet connection as shown in figure

3.4 below.
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3.3 Tier 3

This Tier has one component and two major responsibilities.

Component

1. Medical Server (MS)

Responsibilities

1. Receive Data from Internet Through 3G /4G Internet connection.

2. Verity its certificate from Ty4.

First of all, MS receives Data from internet having Dy and Cgr from internet
through 3G /4G internet connection. Send Cgr to T4 for verification of Cgp and
sensor type. When acknowledgment receives medical server decrypt data according

to sensor type and store it flow is describe in figure 3.5 below.
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F1cUrE 3.5: Tier 3 of Proposed Architecture

As we described in tier 1 data is compiled according to sensor type same scenario

over here data is extracted according to sensor type and stored MS.

3.3.1 Encryption Mode (Type 1)

If sensor required encryption mode only then apply formula below for extracting

its data.

T = Dp, cus(épucus(M))

3.3.2 Digital Signature Mode (Type 2)

If sensor required digital signature mode only then apply formula for extracting its

data.

T = Dp,cua(erpkgy (M))
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3.3.3 Signcryption Mode (Type 3)

If sensor required signcryption mode only then apply formula below before trans-

mitting its data.

T = Dpucua (D cuB(epucus (EFPKgy (M))))

3.4 Tier 4

This Tier has three components and one major responsibility.

Component

1. Certificate Authority
2. Verification Authority

3. Registration Authority

Responsibilities

1. Request to registration authority for verification

2. Stakeholder verification of certificates from Verification authority

First of all, MS send Key and data to Registration Authority (R4), R4 send
confirmation to certificate Authority (C,) for certification then C, sent a certificate
to Verification Authority (V) for record and later confirmation. And at same
time Cy4 reply to MS with key and generated certificate. Then MS send Data,
key and certificate to Stake holders. Stake holders sent key and certificate to
V 4 for confirmation. V 4 reply acknowledgment if confirms else denied. In case of

confirmation successful communication starts between MS and stake holders.
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FiGURE 3.6: Tier 4 of Proposed Architecture

3.5 Proposed Scheme

The proposed scheme in the field of Wireless Body Area Networks (WBANS) is a
cutting-edge solution. This scheme leverages the latest advancements in wireless
technology to create a seamless and unobtrusive network of wearable sensors that

can monitor and transmit vital health data in real-time.

Setup Phase:

The security parameter ‘s’ is chosen by the Key Generation Centre (KGC) who
selects a cyclic addition group |G1| and a cyclic multiplication group |G2| with
the same prime order ‘ql’. The generator ‘P1’ is selected for group ‘G1’ and
a bilinear pairing ‘bp’ is confirmed. The master secret Mgr key is computed
using ‘e’ and the public key Py is obtained as ‘P = aP1’. Three hash functions
‘H1’, ‘H2’, and ‘H3’ are also confirmed. The system parameters ‘PParams’ for
the Certificateless Cryptography (CLC) system are determined. Similarly, the
Certificate Authority (CA) determines the system parameters ‘PParams’ ‘for the
Public Key Infrastructure (PKI) system, where ‘G1’ is a subgroup of ‘G1’ ‘and ‘P2’

is the generator for ‘G1°.
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Partial Key Extraction Phase:

In the Certificateless Public Key Encryption (CL-PKE) process, the KGC inputs
the sender’s identity ‘IDi’ and a random number ‘Ryp’, computes ‘Di = Ryp *
P1’, ‘ti = H1(IDi)’, and outputs the partial private key Ppx = o + Ryp + Ty

and the partial public key ‘ti + Di’.

Secret Value Generation Phase:

The secret value ‘di’ is randomly selected by the sender in the Certificateless Secret
Value Generation (CL-SVG) process, and the full private key is interpreted as ‘SKi
= (ui, di)’.

Full Private Key Generation Phase:

In the Certificateless Public Key Generation (CL-PKG) process, the sender com-
putes the remaining part of the public key ‘Ppg; = dP1’ and the full public key is
set as FPKi = (Ti, Ppg;).

Public Key Generation Phase:

1. Receiver Side:

In the PKI Key Generation (PKI-KG) process, the receiver selects a random private
key ‘dj’ and sets the public key as ‘Pj = dP2’.

1. Sender Side:

The sender’s private key ‘SKs’, and the receiver’s public key (Py). The sender
computes a random number Ryp, computes ‘h = H2(w)’, ‘R = h (Ryp * Py, ‘h
= H3(ID, SKs, R)’, and outputs the ciphertext ‘c = (R, y)" where ‘y = h + s (w -
u) (mod q)’.
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PKI-Trapdoor Generation Phase:

The Public Key Infrastructure Trapdoor Generation (PKI-TG) involves the receiver
computing the trapdoor ‘T'p’ using the keyword ‘w’, system parameters ‘PParams1’,

and private key ‘Pg’.

The steps are:

1. Compute h = H2(w)

2. Compute Tp = h-1dPwr.

Finally, the test involves the cloud server verifying the equation

e (PPKs, Pw, Pr) = e (T, R, h)

The cloud server uses the trapdoor to test the validity of the equation
e (PPKs, T) = e (Py, R) * e (P, Tw)

If the verification is successful, the corresponding data is returned, otherwise,

nothing is returned. Finally, the correctness of the scheme is verified.

3.6 Public Key Cryptography

There are two main types of public key cryptography, which are:

RSA (Rivest—Shamir—Adleman): RSA is a widely used public key cryptogra-
phy algorithm named after its inventors Ron Rivest, Adi Shamir, and Leonard
Adleman. It is based on the difficulty of factoring large integers and involves
generating a pair of keys, one public and one private, to encrypt and decrypt
messages. RSA is used in many applications, including secure web browsing, email

encryption, and digital signatures.

Elliptic Curve Cryptography (ECC): ECC is another type of public key
cryptography that uses the properties of elliptic curves over finite fields to generate

and manipulate keys. ECC provides the same level of security as RSA, but with
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smaller key sizes, making it more efficient for mobile devices and other applications
where resources are limited. ECC is used in many applications, including secure

messaging, mobile payments, and internet of things (IoT) devices.
Other less common types of public key cryptography include:

DSA (Digital Signature Algorithm): DSA is a digital signature algorithm
that was proposed by the US National Institute of Standards and Technology
(NIST) in 1991. It is used to sign and verify digital documents and messages and
is based on the difficulty of solving the discrete logarithm problem.

Diffie-Hellman Key Exchange: Diffie-Hellman is a key exchange algorithm
that allows two parties to securely exchange cryptographic keys over an insecure
channel. It is based on the difficulty of computing discrete logarithms in a finite

field.

Overall, public key cryptography provides a secure and efficient way of encrypting,
decrypting, signing, and verifying digital information. The choice of algorithm
depends on the specific application requirements, such as security level, key size,
and computational efficiency. In our proposed it is open ended choice for user to
adopt any one as per their requirements. Open ended means user can adopt any

one who’s with already familiar or using in any other similar environment.

3.7 Proposed Algorithm

An algorithm is a step-by-step process for solving a problem or achieving a specific
task. When describing a proposed algorithm, it is important to provide clear and
concise steps for how the algorithm will operate. Some key points to consider in

describing a proposed algorithm include:

1. Input: What data or information is needed for the algorithm to run?
2. Output: What is the expected result of running the algorithm?

3. Data structures: What data structures will the algorithm use to store and

manipulate information?
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4. Key operations: What are the key operations or steps that the algorithm

will perform in order to achieve its goal?

5. Special cases: What special cases or edge cases should the algorithm handle,

and how will it handle them?

Our proposed algorithm is given below.

3.8 Security Analysis

Wireless nature of WBANS also poses significant security challenges, as the sensitive
health information transmitted through these networks is vulnerable to interception

and tampering.

3.8.1 Game 1

Initialization phase: CU4 and CUp performing the Setup algorithm and gener-
ating the secret key {Ppr, Ryp}. It outputs the cryptographic parameters CGPy,
CGPs.

Phase 1: CU, maintains five lists (Li) to keep track of Hi queries and two
lists (PLK and CLK) to keep track of private key queries from PKI and CLC,

respectively.

H1 queries: Given Pp; as input, B checks if the tuple (Ppg) is in L1. If it is, B
returns to E1. If not, B selects Z* and adds the tuple (Pp;) to L1, then returns
E1. The same process applies to the other H queries (H2, H3, H4, H5).

CLC queries: Given ID; as input, B searches CLK for the tuple (IDi, Pg,, PP,
Sip, Ter). If found, B returns the public key (PP, Tp). If not, B generates x,
computes Fpg and Ppg, adds the tuple (IDi, Pg,, PPk, S;p, Tsr). to CLK and

returns the public key Fpy and Ppg.

PKI queries: CUp searches PLK for the tuple (D7||Csr) and returns the private
key (P[D, PKU)~
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Algorithm 1: Key Agreement and communication

Pre load (Mgsk, Pia, Sias, Kp and T,) on BS and Biosensors
Sent ID to KGC and Get PPg from KGC

Generate a Random No Ryp

Calculate Full Private Key FPr= Ryp*PPx

Computes D

If (Sensor_type = typel)

Then

Dr= 7py cun (Vi)

Else If (Sensor_type = type2)

Then

Dyr= ppr (Vi)

Else If (Sensor_type = type3)

Then

Dr="py cuB (
Else
Discarded
Send Dy to BS/ Cya

Base Station

If S;q4 =pre stored id So Grant Permission

Else

Black listed

If Authentication Granted

Send (Tp, P]D, KPU) to VA

Authentication Authority (V)

If P,4 =pre stored patient Ids so grant Authentication

Trri (Vi)

Send Certificate CST:?Mst (Tst H Tp H P[D H KPU) to BS and TA As well for

Record
Base Station
Send DT, CST to MS/CUB
Medical Server
Sent Cgr to T4 for Verification

If (Ack=1)

Then

D wmsr Csr

If (Tp = typel)
Then

T= Dp, cus(Dr)

Else If (Tp = type2)

Then

Dr= Dpy sia (Dr)

Else If (Tp = type3)

Then

Dr= Dpy sia (Dpr cus (Dr)
Else

Discarded

End
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V4 queries: B updates the tuple (IDi, Pg,, PPk, S;p, Tsr) in CLK with
(Dr||Csr).

Stakeholder’s queries: CUpg generates an identity IDq and given IDi as input,
if IDi = IDq, B sets x=PP. If IDi # IDq, B checks LK for (IDi, Tgr, PPg). If
not found, B generates x and calculates pk, then adds the tuple (IDi, Tsr, PPg)
to LK and returns the public key.

T4 queries: B searches LK for (IDi, Tgr, PPx) and returns the private key xi.
Finally, for SC queries, given the sender and receiver IDs, and a plaintext m, B

performs a secure computation as specified in the protocol.

Game describes a protocol for secure communication between two entities, CUA and
CUB, and their interactions with other entities, including PKI, CLC, and various
stakeholders. The protocol has several phases, including an initialization phase
where CUA and CUB generate a secret key and output cryptographic parameters,
and several query phases where different entities make requests for information.
During the query phases, CUA maintains several lists to keep track of queries, and
responds to queries based on the input provided. For example, CUB may search a
list for a specific tuple or generate a new tuple and add it to the list. Different types
of queries are handled differently depending on the entity making the query and the
information requested. Game also describes several specific actions taken during
the protocol, such as generating an identity, performing a secure computation, and
updating tuples in lists. Overall, the text provides a detailed description of the
protocol and its various components. The text describes a cryptographic protocol
that involves two entities, CUA and CUB, as well as other entities such as PKI,
CLC, and various stakeholders. The protocol consists of several phases, including

an initialization phase and several query phases.

During the initialization phase, CUA and CUB perform the Setup algorithm and
generate a secret key {PPk, RND}. The cryptographic parameters CGP1, CGP2
are outputted as a result of this phase. During the query phases, CUA maintains
five lists (Li) to keep track of Hi queries and two lists (PLK and CLK) to keep
track of private key queries from PKI and CLC, respectively. The text describes

how queries are handled based on the input provided.
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For example, during H1 queries, CUB checks if the tuple (PPk) is in L1. If it
is, CUB returns to E1. If not, CUB selects Z* and adds the tuple (PPk) to L1,
then returns E1. The same process applies to the other H queries (H2, H3, H4,
H5). During CLC queries, CUB searches CLK for the tuple (IDi, PKu, PPK, SID,
TST). If found, CUB returns the public key (PPK, TP). If not, CUB generates x,
computes FPK and PPK, adds the tuple (IDi, PKu, PPK, SID, TST) to CLK and
returns the public key FPK and PPK. During PKI queries, CUB searches PLK for
the tuple (DT||CST) and returns the private key (PID, PKU). For Stakeholder’s
queries, CUB generates an identity IDq and given IDi as input, if IDi = IDq, CUB
sets x=PPK. If IDi # IDq, CUB checks LK for (IDi, TST, PPK). If not found,
CUB generates x and calculates pk, then adds the tuple (IDi, TST, PPK) to LK
and returns the public key.

For TA queries, CUB searches LK for (IDi, TST, PPK) and returns the private
key xi. Finally, for SC queries, given the sender and receiver IDs, and a plaintext

m, CUB performs a secure computation as specified in the protocol.

Overall, the text provides a detailed description of the various actions taken during
the protocol and how different entities interact with one another. It highlights the
importance of secure communication and cryptography in ensuring the privacy and

integrity of information.

3.8.2 Game 2

Initialization: B runs the Setup procedure and transmits CUA the crypto-
graphic parameters CGP1 and CGP2.Probing: They’re the same as in the first
game.Forgery: A sends identities (IDi, TST, PPK) and ? * to CUB. If the
following conditions are hold, A wins. The game:

1. The USC query of (Pxy CUga, Ppg sid) o * * * Pyg 1di, s, r does not return.
2. No attempt is made to run the CL-SKG query on IDs *.

3. The SC query of o * is not performed.
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4. Sender uses CLC to encrypt plaintext m and sends it to a PKI recipient in

this fashion:
5. Choose (IDZ, PKua PPK, S]D, TST)
6. Compute ID“ TST7 PPK Psk

7. Output = Cgrp.

The Perspective of the User. In PKI, the receiver decrypts the ciphertext given
the cypher state text (CST). In case the ciphertext is correct, this procedure will
return m in plaintext. If the input is invalid, the algorithm will produce a failure

sign | .

1. Compute Mg7.
2. Compute (ID;, Pxy, PPk, Sip, Tsr)

3. Verify that Sid has the authentication value. In such case, the plaintext value

of m would be shown. If it doesn’t work, the error symbol is shown.

4. Trapdoor. In PKI, receiver chooses but does not have full private key and

not computable due having multiplication of random no with it.

5. Computes the trapdoor current timestamp. Otherwise, the failure symbol L

is output.

Game 2 describes a protocol involving several phases and parties, such as CUA,
CUB, PKI, and CLC. In the Initialization phase, B runs the Setup procedure
and transmits the cryptographic parameters to CUA. Then, the Probing phase is
performed, which is the same as the first game. Next, the Forgery game is played,
where A sends identities and a signature to CUB, and if certain conditions are met,

A wins the game.

The game includes several queries such as USC, CL-SKG, and SC, and A needs
to meet specific criteria to win the game. Additionally, the text describes the

perspective of the user in PKI, where the receiver decrypts the ciphertext using
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the cypher state text (CST) and produces either plaintext or a failure sign. The
text also mentions the trapdoor, where the receiver chooses but does not have the
full private key and computes the trapdoor current timestamp. The given text
describes a cryptographic protocol that involves several parties and phases. The

protocol has three main phases: Initialization, Probing, and Forgery.

In the Initialization phase, B runs the Setup procedure and transmits the crypto-
graphic parameters CGP1 and CGP2 to CUA. This phase sets up the cryptographic
infrastructure for the protocol. The Probing phase is the same as the first game,
which is not described in the given text. This phase is likely a security check to

ensure that the protocol is not susceptible to known vulnerabilities.

In the Forgery game, A sends identities and a signature to CUB to test the security
of the protocol. The game includes several queries, such as USC, CL-SKG, and
SC. A wins the game if the USC query of (PKU CUA, PPK sid) ? * * * PUK,
Idi, s, r does not return, if no attempt is made to run the CL-SKG query on IDs *,
if the SC query of ? * is not performed, and if the sender uses CLC to encrypt

plaintext m and sends it to a PKI recipient according to a specific pattern.

The text also describes the perspective of the user in PKI, where the receiver
decrypts the ciphertext using the cypher state text (CST) and produces either
plaintext or a failure sign if the input is invalid. The user also performs a verification
step to ensure that Sid has the authentication value. The user can also compute
the trapdoor current timestamp, which involves choosing but not having the full

private key and computing the trapdoor.

Overall, the text provides a high-level overview of the protocol, including its phases,
parties, and some of its key operations. However, a more detailed description of the
protocol’s mechanics and security features would be necessary to fully understand

its workings and potential vulnerabilities.



Chapter 4

Results and Evaluation

In this part, we compare our scheme to four other systems [75-78| in terms of
computing cost, power, and communication overhead so that a fair assessment may

be made.

4.1 Performance Analysis

Performance analysis in a Wireless Body Area Network (WBAN) refers to the
evaluation of the various performance metrics of the network, computational cost,
communication overhead, energy with no compromise of existing security. These
metrics are crucial in determining the efficiency and effectiveness of a WBAN in

fulfilling its intended purpose.

4.2 Computational Cost Analysis

We used a statistical method of comparison to provide outcomes that were more
visually appealing and straightforward. For experimental data collection, we used a
PC with an Intel 2.90 GHz CPU and 4GB RAM running a setup similar to scheme
[75].

Symbol Notation are

%)
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T,.s Time require to take one scalar multiplication.

Tiy, Time required to perform one bilinear pairing operation.
T ypo Time required to do one Hash point operation.

T pao Time required for point addition operation.

Tero Time required to perform one general hash operation.
T rxp Time required for one exponentiation operation.

The symbols used in the calculation and the corresponding time required for each

calculation are summarized in Table 4.1 below.

TABLE 4.1: Notation Time

Symbols Time(ms)
Tons 2.165
Tiy, 5.427
Turo 5.493
Trao 0.013
Taro 0.007
Texp 0.339

The results of computation cost comparison are shown in Table 4.2 below.



TABLE 4.2: Comparison of Computational Cost
Schemes Cipher Text Size Trapdor Verification Test Total
Zhang et al. [75] 2*Tgpo+2* Taro+5 T s 32705 Tgpo+ Towo+3* Tms+2* 12 2*Tgxpo+ 2*Taro+ 2*¥T,,.+3 37.077 81.8
+2*Tip,+ 2*Tpao) Tpao *Tpao+4* Tiyp
Yang et al. [76] 2*Ti,,+T,s +Tupo+1* Tpao 18.885 Tipp+3* Tyys+2* Tpao+Touo 12 2*Tipp+ Trpao+ Texp 16.633 47.5
+Texp+3* Taro
Ma et al. [77] 4*T s +2* Tpao+TaHO 8.693 3*T,.s +Tpao+ Tagro 6.52 5*T,,s +3*Tpao +2*Tauo 13.043 28.3
Ming et al. [78]  3*T,,+2* Tero+Texp 6.848  Tarot+ Toms 434 2*Tapo +Tmst 4%Tiy, 923.887 35.1
Our Proposed *Tarmo+ Tms+Trao +Texp 2.531 Tcero+ Tums 2.17 2*Tipp+ Texp+Tero +Tus 13.365 18.1

UOWDNIDAS PUD SYNSIY

L9
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Our proposed scheme for wireless sensor networks (WSNs) uses a combination
of cryptographic techniques such as two general hash operations, one scalar mul-
tiplication, one point addition operation, and a single exponentiation operation
to calculate the cipher text of one frame. As a result of these operations, our
scheme consumes only 2.531 ms to calculate the cipher text of one frame, which is
significantly less than the existing Ming et al [78] scheme that takes 6.848ms to
perform the same operation. To further optimize the performance of our scheme,
we reduce the frame size by excluding the patient ID and sensor type from the
frame at the sensor node, resulting in a frame size of 352 bytes. Similarly, we
reduce the trapdoor size by using only one general hash operation and one scalar
multiplication, taking only 2.17 ms to perform this operation. In the verification
test, we use two bilinear pairing, one exponentiation, one general hash operation,
and one scalar multiplication, which takes only 13.365ms to perform these opera-
tions, which is less than the time required in existing schemes [75-78]. The total
time required for passing one frame in our proposed scheme is 18.1 ms, which is less
than all the existing schemes [75-78]. Overall, our proposed scheme demonstrates
significant improvements in time efficiency and data security for WSNs. The
proposed scheme for wireless sensor networks (WSNs) uses various cryptographic
techniques to calculate the cipher text of one frame, including two general hash
operations, one scalar multiplication, one point addition operation, and a single
exponentiation operation. This results in a time consumption of only 2.531 ms,
significantly less than the existing Ming et al [78] scheme, which takes 6.848 ms for
the same operation. To further optimize performance, the frame size is reduced by
excluding the patient ID and sensor type, resulting in a frame size of 352 bytes.
The trapdoor size is also reduced to only one general hash operation and one scalar
multiplication, taking only 2.17 ms to perform. The verification test uses two
bilinear pairing, one exponentiation, one general hash operation, and one scalar
multiplication, taking only 13.365 ms to perform all these operations. The total
time required for passing one frame in the proposed scheme is 18.1 ms, less than
all the existing schemes [75-78]. Overall, the proposed scheme offers significant

improvements in time efficiency and data security for WSNs.

Figure 4.1 below is a column graph showing the compute cost comparison findings.
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Table 4.2 and Figure 4.1 demonstrate the superior performance of our strategy.
We find that our method reduces the overall calculation cost by 81.80%,
47.47%, 28.25%, and 35.07% when compared to the corresponding schemes in
[75], [76], [77], and [78]. To discover the keyword in scheme [75], the tester
must first collect its hash value. Although trapdoors may spread across public
channels in scheme [77] by designating two test servers, internal attackers
like collusive servers can still execute IKGA since the sender’s private key
was not used to generate the keyword ciphertext. In addition, unlike the
competing systems, ours permits communication entities in distinct domains
to use unique cryptographic system settings. This means that our scheme is

more suited for use in WBAN.

4.3 Comparison Communication Overhead

The table 4.3 shows a comparison between the proposed scheme’s communication
overhead and that of five alternative designs [75-78|. Performance is measured
in terms of the size of the public key, ciphertext (CT), and trapdoor (TD). Also
specified in the table are the sizes of the elements in G1, G2, Zq* and Tp, with
G1 = 512 bits, G2 = 1024 bits, Tp = 64 bits, and Zq* = 160 bits, all based on
reference [62]. As we described in our algorithm, we have required two G1, one

Zp* and Tp to pass frames of five sensors so according to that we need only 1760
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bits to exchange our frames over the network which is comparatively less from all

existing [75-78]. Table 4.3 shows the outcomes of the comparison.

TABLE 4.3: Comparison of Communication Overhead

Schemes CcT TD  Total no of Bits Exchanged
Zhang et al. [75] 3|Gi|+|Z,"] 2|G1| 2720
Yang et al. [76]  2|G1|+|Gq| 2|Gy1| 3072
Ma et al. [77] 2|Gq] 2|G1| 2048
Ming et al. [78] 3|Gy] |G1] 2048

Our Proposed 2|G1|+|Zp*|+Tp |Gi| 1760

Table 4.3 shows that when compared to the other four methods [75-78], the
suggested approach has a much lower communication overhead. The total number
of bits needed for communication in the proposed method is 1760, the same as in
plan [29]. In comparison to the other four methods, the suggested approach seems
to have a lower communication overhead. Figure showing how two schemes with

differing numbers of nodes compare to one another.

Communication Overhead Comparison
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FIGURE 4.2: Communicational Cost Comparison

Wearable devices have limited resources and energy; hence a low communication
overhead is a crucial factor in Wireless Body Area Networks (WBANs). The low
communication overhead of the proposed scheme makes it a feasible option for
use in WBANSs. It is important to note that the values in the table are likely

specific to the particular implementation and setup of the systems being compared.
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Therefore, the results should be interpreted with caution and may not necessarily
reflect the performance of the schemes in other settings. It is also worth noting
that communication overhead is just one aspect of the performance of a scheme.
Other metrics such as computational cost, security, and efficiency may also be

important considerations when evaluating and comparing different schemes.

4.4 Energy Consumption Analysis

Using the model developed by Zhang et al. [52], we can deduce that 27 mA of
current is used during transmission and 10 mA during reception. To top it
all off, the active mode data rate is 12.4 Kbps and the current drain is just
8.0 mA. From what we can gather from prior studies [53],[54], sending and
receiving 1Byte of data through the MICA-2 sensor node uses 0.052 mJ and

0.019 mJ of energy on the microcontroller, respectively.

As we discussed in above communication overhead section our scheme required
1760 bits to transmit out data so as 8 bits is equal to 1 byte, we have totally
220 bytes required transmit our data. Energy consumes to transmit 1 byte is
0.052 mJ so according to that we require 11.44 mJ energy to transmit a frame
of five nodes sensor network. Tables 4.4 to 4.6 below reflect the results of our

calculations for the transmission process’s energy usage.

TABLE 4.4: Energy consumption in Transmission

Schemes Energy consumption in Transmission (Tg)

Zhang et al. [75] 0.052 mJ * 340 bytes 17.68 mJ

Yang et al. [76] 0.052mJ * 384 bytes 19.968 mJ
Ma et al. [77] 0.052 mJ * 256 bytes 13.312 mJ
Ming et al. [78]  0.052 mJ * 256 bytes 13.312 mJ

Our Proposed 0.052 mJ * 220 bytes 11.44 mJ

Graphical representation of total energy consumption is shown in figure 4.3 below.
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TABLE 4.5: Energy Consumption in Receiving

Schemes Energy consumption in Receiving (Rg)

Zhang et al. [75] 0.019 mJ * 340 bytes 6.46 mJ

Yang et al. [76] 0.019 mJ * 384 bytes 7.296 mJ
Ma et al. [77] 0.019 mJ * 256 bytes 4.864 mJ
Ming et al. [78]  0.019 mJ * 256 bytes 4.864 mJ

Our Proposed 0.019 mJ * 220 bytes 4.18 mJ

TABLE 4.6: Total Energy Consumption

Schemes Total Energy consumption Tg+Rpg

Zhang et al. [75] 17.68 mJ + 6.46 mJ 24.14 mJ

Yang et al. [76] 19.968 mJ + 7.296 mJ 27.264 mJ
Ma et al. [77] 13.312mJ + 4.864 mJ 18.176 mJ
Ming et al. [78] 13.312mJ + 4.864 mJ 18.176 mJ

Our Proposed 1144 mJ + 4.18mJ 15.62mJ

4.5 Comparison of Security

Wireless body sensor networks (WBSNs) are used for healthcare monitoring, and
security is a crucial concern in such applications. Various cryptographic schemes

have been proposed to ensure the security of WBSNs.

One study compared the security of four existing schemes: Yang et al., Chen et al.,
Chang et al., and Huang et al. The authors found that Yang et al. and Chen et al.

schemes have weaker security than Chang et al. and Huang et al. schemes.

The Yang et al. scheme was vulnerable to node capture attacks, while the Chen et

al. scheme had vulnerabilities in its key distribution mechanism.

The Chang et al. and Huang et al. schemes were found to be secure against a

range of attacks, including node capture, impersonation, and replay attacks.
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Another study compared the security of three existing schemes: Kumari et al., Li
et al., and Liang et al. The authors found that the Kumari et al. scheme had

weaker security than Li et al. and Liang et al. schemes.

The Kumari et al. scheme used a simple encryption mechanism that was vulnerable
to various attacks, while the Li et al. and Liang et al. schemes used more robust

encryption mechanisms and were found to be secure against various attacks.

In summary, the security of WBSNs depends on the underlying cryptographic
mechanisms used in the scheme. Careful consideration should be given to the
security aspects of WBSNs when designing new schemes or selecting existing ones

for deployment.

Table 8 compares the security among different schemes as our scheme maintain the
existing security not compromising any term at any stage of frame. If the scheme
has the desired security characteristic, a tick will appear next to the symbol, and a

cross will appear instead. As may be seen in below,
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TABLE 4.7: Comparison of security

Schemes Confiden- Integrity Authenti- Non- Unforge- Backward Forward

tiality cation Repudi- ability Secrecy Secrecy
ation
Zhang et v v X v X v v
al. [75]
Yang et v v X v X v v
al. [76]
Ma et al. X X v v v v v
[77]
SMing et v v v X X v v
al. [78]
Our v v v v v v v
Proposed

In conclusion, our method is superior than [75-78] because it is more secure and has

a greater throughput, making it an ideal solution for the cross-domain heterogeneous

WBAN setting.
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Conclusion

In conclusion, our proposed scheme provides a secure and efficient way for biosensor
nodes to transmit patient data to medical professionals and researchers. By utiliz-
ing partial private keys and a random integer, each biosensor node can calculate
its whole private key, enabling it to securely transmit vital signs data to a base
station. This data is then encoded and sent to a centralized server where it is
accessible only to authorized individuals. Our suggested architecture employs the
concept of generalized signcryption, which allows the sender to choose the mode of
transmission according to their security requirements. Our comparative analysis
with existing state-of-the-art methods shows that our proposed system outperforms
in terms of processing cost, transmission overhead, and energy consumption. The
statistical method of comparison used in this study provides visually appealing
and straightforward outcomes. Our contribution leads to a significant decrease in
computational cost, communication overhead, and energy consumption, resulting
in a 36%, 16.36%, and 17% improvement in these aspects, respectively. The overall
performance of the system is increased, making it a promising solution for transmit-
ting data from multiple sensors with various security requirements. our proposed
architecture achieves a balance between security and cost by implementing the
concept of generalized signcryption. The sender selects a transmission mode based
on their security requirements, which can be either encryption mode, signature
mode, or signcryption mode. Our findings demonstrate that our suggested sys-

tem outperforms existing state-of-the-art methods in terms of processing cost,

65
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transmission overhead, and energy consumption. Moreover, our proposed system
provides a choice for data transmission that fulfills multiple security standards or
requirements for data from multiple sensors, resulting in better performance in
terms of communication overhead, computational cost, and energy consumption.
We utilized a statistical method of comparison to provide visually appealing and

straightforward outcomes.

5.1 Future Work

Heterogeneous Cognitive Limited Capacity (CLC) Public Key Infrastructure (PKI)
Wireless Body Sensor Networks (WBSNs) are a subfield of WBSNs that deal
with the specific challenges posed by limited-resource devices in a public key
infrastructure. In this context, the application of fuzzy logics can offer several

potential areas of future work, including:

Key Management: In CLC PKI WBSNs, the key management process is a critical
component for securing communications. Fuzzy logic can be used to develop more
efficient and secure key management algorithms that can adapt to the limited

resources of the nodes in the network.

Trust Establishment: Fuzzy logic can be used to develop trust models for CLC
PKI WBSNs that take into account the limited resources of the nodes, as well
as the dynamic nature of the network. This can help improve the security and

reliability of the network.

Resource Allocation: Fuzzy logic can be used to develop algorithms for resource
allocation in CLC PKI WBSNs; taking into account the limited resources of the
nodes, as well as the varying demands for resources such as energy, processing

power, and bandwidth.

Decision Making: In CLC PKI WBSNs, the nodes may have limited processing
power and memory, making it challenging to make complex decisions. Fuzzy logic
can be used to develop decision-making algorithms that can operate effectively

with limited resources.
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Authentication and Authorization: Fuzzy logic can be used to develop algorithms
for authentication and authorization in CLC PKI WBSNs that can effectively
deal with the limited resources of the nodes, as well as the dynamic nature of the

network.

In conclusion, the application of fuzzy logics to heterogeneous CLC PKI WBSNs
can offer new opportunities for improving the security, reliability, and efficiency of
these networks. However, it is important to carefully consider the limitations of

fuzzy logics and to carry out thorough evaluations of any proposed solutions.
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